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Lecture Objectives

Knowledge

o Trade
@ Remove

o CLI composer

Disclaimer

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.
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Contact and Office Hours

Contact Details

@ Name: Dr lan Mitchell

@ Room: TG10

@ Address: Middlesex University, Computer Science, London, NW4 4BT
o

email: smerf.net
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@ Name: Dr lan Mitchell

@ Room: TG10

@ Address: Middlesex University, Computer Science, London, NW4 4BT
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CST4125:18

smerf.net

Winter 2023

Office Hours

@ During term time only
@ When: Autumn Term: Mondays 1100-1300hrs

@ Please read notifications or emails

@ There are occassions that these could be arranged online, e.g., due to industrial action or inclement weather
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Deadlines —<
[ I Feedback |
| Description T issi [ Weight | Deadline | Formative | Summative |
1. Hyperledger MyLearning 50% 18" December 2022 it 12/01/2023
2. Ethereum MyLearning 50% 2" April 2023 LwW23-24 24/04/2023
Resits MyLearning 50-100% 17 July 2023 None None
Deferals MyLearning 50-100% 1% July 2023 None None
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Module Feedback

Module Survey
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Learn from Mistakes

We can learn a lot from bad design,
as long as we don’t emulate it.
Sometimes it is necessary to make
mistakes in order to learn. Here we
look at implementation of Arrays of °
items in registries. Warning: Data °
duplication is a bad thing. It
creates inconsistencies. It causes
high maintenance code. Data
redundancy is a good thing. It
ensures consistency and causes low
maintenance code. Data
redundancy should be used at all
times.
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Use Case Diagram

System

Trade

Bad Examples
@ Trader example

keep tabs on trader
commodities

@ restricted view

add trader

remove trader

Winter 2023

Trader

RemoveStaff
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j’; Manager
% Consultant
ideer
j’; Clerk
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Problem Definition

@ Remove Staff from Trader Network

@ Remove Staff from Trader Registry

@ Update assets with nominated member of staff
°

Update nominated member of staff asset ownership
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Current State

Removed: lan

commoditiesOwned:[11,22]
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Remove

Current State

Removed: lan

commoditiesOwned:[11,22]

Nominated: Sukhy

commoditiesOwned:[33]
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Commodity

Winter 2023

Remove

Current State

Removed: lan Nominated: Sukhy

commoditiesOwned:[11,22] commoditiesOwned:[33]

Transfer to Nominated Staff

Nominated: Sukhy
commoditiesOwned: [33]

)

Removed: lan

commoditiesOwned:[11,22]
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Remove

Current State

Removed: lan Nomi

commoditiesOwned:[11,22]

Transfer to Nominated Staff

Commodity

ated: Sukhy
esOwned:[33]

Nominated: Sukhy

commoditiesOwned: [33]

Removed: lan

commoditiesOwned:[11,22]

4

Nominated: Sukhy
Removed Staff commoditiesOwned:[33,11,22]

\/
A\
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Remove

Current State

Removed: lan Nominated: Sukhy

commoditiesOwned:[11,22] commoditiesOwned:[33]

Transfer to Nominated Staff
Nominated: Sukhy
Nominated: Sukhy

Removed Staff

Update
Ownership

Commodity

Removed: lan

commoditiesOwned:[11,22]

Commodity

owner: Suhky
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Remove

Current State

Removed: lan Nominated: Sukhy

commoditiesOwned:[11,22] commoditiesOwned:[33]

Transfer to Nominated Staff

Commodity

Removed: lan

commoditiesOwned:[11,22]

Nominated: Sukhy
Removed Staff commoditiesOwned:[33,11,22]

Commodity

Update
Ownership
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Reflections

Changed
State

Block Update
Removed
Nominated
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Reflections

@ Can this transaction be completed with a Database?
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Reflections
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o Why use blockchain?
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o Immutability - append-only ledger
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Reflections

Reflections

o Tamper resistant

smerf.net

CTO |

Assets

[l1 asset Commodity identified
2 o String tradingSymbol
13 o String description

l4 o Double quantity

[15 --> Trader owner

merf .net

CTO |

Transactions

L

P transaction
B transaction
f transaction

f transaction Trade {

b --> Commodity commodity

b --> Trader newOwner

Fy

B transaction removeStaff {
-->Trader removedStaff
-->Trader nominatedStaff

initialise{}
initialiseAll{}
removeAll{}

merf .net
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by tradingSymbol {
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@ Non-repudiation

CTO |

Participants

CST4125:18

17 participant Trader identified by tradeld {

18 o String tradeld

19 o String firstName

Ro o String lastName

Pl o Grade grade

P2 o Stringl[] commoditiesOwned
R3 ¥}

smerf.net

Permissions |

rule traderToSubmitTX{

1
2

3

4 operation: ALL
5

6 action: ALLOW
7

}

smerf.net

resource: "org.trader.net.*"
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description: "Any trader can submit a transaction"
participant: "org.trader.net.Trader"
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JS - Trade Commodity | JS - Trade Commodity Il

1 var ns= H
2 /xx
3 * transaction of a commodity from one trader to another
4 x @param {org.trader.net.Trade} tx - tx to be processed
5 * @transaction
6 x/
7 async function tradeCommodity(tx) {
let buyerAndSeller = new Array();
9 let traderReg = await getParticipantRegistry(ns+ )
fLo let exist = await traderReg.exists(tx.newOwner.getldentifier());
11 //test if buyer exists B1 await commodityReg. update (tx.commodity);
12 if (exist){ B2 } else
L3 //buyer B3 throw new Error( )6
L4 let buyer = await traderReg.get(tx.newOwner.getldentifier()); B4 }
[15 //seller
L6 let seller = await traderReg.get(tx.commodity.owner. getldentifier());
L7 // add to the buyer
8 buyer.commoditiesOwned . push(tx.commodity. getldentifier ().toString());
it buyerAndSeller.push(buyer);
RO //remove from the seller
p1 let needle = tx.commodity. getldentifier().toString();
p2 let haystack = seller.commoditiesOwned;
p3 let filteredHaystack = haystack. filter ((item)=>item!=needle);
R4 seller .commoditiesOwned = filteredHaystack;
ps5 buyerAndSeller.push(seller)
R6 //updateAll traders
p7 await traderReg.updateAll(buyerAndSeller);
ps //update the commodity
1] tx.commodity .owner = tx.newOwner;
BO let commodityReg = await getAssetRegistry (ns+ )
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JS - Remove | JS - Remove Il

1 /%
2 x transaction to remove staff

3 * Qparam {org.trader.net.removeStaff} staff leaving

4 x Otransaction

5 */

6 async function removeStaff(tx){

7 let traderReg = await getParticipantRegistry (ns+ )

8 let selectedTrader = await traderReg.get(tx.nominatedStaff.getldentifier());

9 let removedTrader = await traderReg.get(tx.removedStaff.getldentifier());

Lo let commodityReg = await getAssetRegistry(ns+ DE

fll1  let commodityRegAll = await commodityReg.getAll();

2 let commodityArray = new Array();

3 removedTrader.commoditiesOwned . forEach (item =>selectedTrader.commoditiesOwned.push(item

L4 await traderReg.update(selectedTrader);
15  commodityRegAll.forEach( function (item)

16 if (item.owner. getldentifier () = tx.removedStaff. getldentifier ()){

L7 let factory = getFactory();

it let newCommodity = factory.newResource(ns, , item.getldentifier());

Lo let ownerRel = factory.newRelationship(ns, , tx.nominatedStaff.
getldentifier ());

RO newCommodity . owner = ownerRel;

p1 newCommodity. description = item.description;

p2 newCommodity . quantity = item.quantity;

p3 commodityArray . push (newCommodity) ;

P4 }

p5 )8

P6  await traderReg.remove(removedTrader);

P7  await commodityReg.updateAll(commodityArray);

pg }
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JS - Remove |

1 async function removeStaff(tx){

2 let traderReg = await getParticipantRegistry (ns+ )i

3 let selectedTrader = await traderReg.get(tx.nominatedStaff.getldentifier());
4 let removedTrader = await traderReg.get(tx.removedStaff.getldentifier());
5 let commodityReg = await getAssetRegistry (ns+ )8

6 let commodityArray = new Array();

7 removedTrader.commoditiesOwned . forEach (async function (item) {

8 selectedTrader.commoditiesOwned . push (item);

9 let newCommodity = await commodityReg.get(item.toString());
o newCommodity.owner = tx.nominatedStaff;

1 commodityArray . push (newCommodity) ;

2 s

13 await traderReg.update(selectedTrader);

a await traderReg.remove(removedTrader);

15 await commodityReg.updateAll (commodityArray);

6 }
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JS - Initialise | JS - Initialise All |

1 /%
2 * @param {org.trader.net.initialiseAll} no param
3 * Q@transaction
1 /% 4 %/
2 * Oparam {org.trader.net.initialise} no param 5 async function initialiseAll){
3 * Qtransaction 6 //values to populate staff
4 %/ 7 let ids = [ 9 5 1;
5 async function initialise (){ 8 let firstNames = [ B s 1;
6 let ids = [ ) s 1; 9 let lastNames = [ B B 15
7 let firstNames = [ 0 o 18 Lo let grades = [ > P ik
8 let lastNames = [ s N 1; 11 //values to populate commodities
9 let grades = [ ) 1; 12 let commodityIDs= [ 5 b o o 18
o let staff = new Array(); L3 let commodityOwner = [ s s s s 1;
1 for(let i=0; i<ids.length; i++){ L4 let commodityDesc = [ s 5 5 13
2 let factory = getFactory(); 5 let commodityQuan = [100.0, 140, 200.0, 55.5, 400];
13 let newStaff = factory.newResource(ns, , 1ds[i1); 6 // arrays for staff and commodities - push new item every iteration and then addAll to
L4 newStaff.firstName = firstNames[il; registry
15 newStaff.lastName = lastNames[il; L7 let staff = new Array();
L6 newStaff.grade = grades([il; 18 let commodities = new Array();
n7 newStaff.commoditiesOwned = new Array(); 9 //have to update staff first since there is a relationship of owner in commodity
18 staff.push(newStaff); po for(let i=0; i<ids.length; i++){
Lo } p1 let factory = getFactory();
RO let traderReg = await getParticipantRegistry(ns+ ) p2 let newStaff = factory.newResource(ns, ,» ids[il);
p1 await traderReg.addAll(staff); p3 newStaff.firstName = firstNames[il;
p4 newStaff.lastName lastNames [i];
ps newStaff.grade = grades[il;
R6 newStaff.commoditiesOwned = new Array();
p7 let needle = ids[il;
P8 let haystack = commodityOwner;
p9 //filteredHaystack is commoditiesOwned array
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JS - Initialise All 11

BO haystack.filter ((element,index)=>{if (needle==element) newStaff.
commoditiesOwned.push(commodityIDs [index]) });

B1 staff.push(newStaff);

B2

B3 let traderReg = await getParticipantRegistry(ns+ DF 1 /%

B4 await traderReg.addAll (staff); 2 * oparam {org.trader.net.removeAll} no param

B5 commodityIDs.forEach( (commodityValue, commodityIndex) => { 3 * Otramsaction

B6 let factory = getFactory(); 4 x/

7 let newCommodity = factory.newResource (ns, , commodityValue); 5 async function removeAll(){

B8 let ownerRel = factory.newRelationship(ns, , commodityOwner [commodityIndex 6 let traderReg=await getParticipantRegistry(ns+ )3
1) 7 let comReg=await getAssetRegistry(ns+ );

B9 newCommodity.owner = ownerRel; 8  let traderAll=await traderReg.getAll();

p#o newCommodity.description = commodityDesc [commodityIndex]; 9 let comAll=await comReg.getAll();

1 newCommodity.quantity = commodityQuan[commodityIndex]; 0  await traderReg.removeAll(traderAll);

2 commodities.push(newCommodity); L1 await comReg.removeAll (comAll);

B3 58 n2 ¥

Ha let commodityReg = await getAssetRegistry(ns+ s

us await commodityReg.addAll (commodities);

Bo6 ¥

W7 /%

smerf.net CST4125:18 Winter 2023 8 smerf.net CST4125:18 Winter 2023

Code Summary

@ Await @ yo command can create basic network files

@ Var/Let @ yo hyperledger ip :busi K
@ Array methods @ Composer project generator

@ Factory @ Creates:

o .

° :::a;eA{j:/:TmA” e package.json

@ Get / GetAll o README.md

@ Asset / Participant Registry o models/file.cto

@ Remove e lib/logic.js

@ Arrow functions o permissions.acl
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Package —=< Exercise

Complete the trader example

Commodity
Trader
@ composer archive create -t dir -n Enum

@ create a business network archive

) Transactions
@ upload to web interface

Initialise all
Initialise
Trade

]
°
°
e Remove trader

smerf.net Winter 2023 8 Winter 2023

Pizza —~= Pizza State

Pizza Restaurant
Place/Create —_—
S o I Prepared
entry/Save order
z“;'y’c'“’eo%'“’ prepare dolprocess order for dispatch
Customer Restaurant ® i b Blocke exit/add to blockchain
Create
dispatch
Remove
Acct - v
y Delivered Dispatched
anager
9 entry/Save Order deliver entry/Save Order
% do/display as delivered order for delivery
< {exit/add to blockchain exit/add to blockchain
Quality
Commissioner
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Problem Definition: Data Modelling: 16%

=0 Sib e T T 7 3 T W T
Partipants o et Tocking and/or incomect | Irelevant _partipants | Paricpants Tacking UGs | Corvect paricpants, dats | T || /9
. ' panicpants. Incortect | Comect identfication. | and incomplete assump. | structures,  assumptions
Criteria Subcriteria T 1 2z 3 L3 W T Data Model (16%) data types used. Uniden- | Lacking any assumptions. | tions. Structurally soun and matching UCs
o Do | Speceaton Vo Spec Spee pesent Spec. 15 not conducve to | Unelated or msng spec. | Spec_condueive o BC a1 | T || /4 ed. Opportunites to use more
o gy e BC components components explained and appropriate  data  types
g coherent issed
Towehr T N ST PO FCspied o sxpTsmation | AT components o FC 35| AT compnants s FC 3| AT componenes o FC 3| T | 77 Fosets o wssets Tacking sna/or Tneorrect | Irelevant ssets N enum | ~ASsets unreated To particr | ~Some oT The aseets must | T || 7
s, some explanation | plied correctly but does not | pled coneety and matches sssets s ses it the | 3t east be 3 of th folon
pec/UCD Spec/UCD capabilty of state change | ing: have s state capable of
sz ~Case Diagram, || No OO TR UCD TrERTgRed UCD 57 PO [N nclude o7 evterd 7| Aligned and Sompleee UCD [T [ 77 ange. relovant, compl
uc. Assumptions left uncom. | lationships. Assumptions | with comments and a5- and related to partcipants
umptons T T LERES Ve TY TX o e T TX T G| gt Spehe TX p L)
[Comments e et uto-generatedcomments | Vague, incomrectly plsced | Explanatory and_Wentii=|~Complete, concise and sve | T ||/
only.(headers only). no | and/or unesplanatory com- | able comments, but incom- | cinct comments
ariting comments ments Jete. Too verbose. and
Figh comment to code ra
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Access Control Language: 12% Business Logic: 32%

[y T v T 7 5 T W
Criteria ub-criteria 0 1 2 3 4 w T Queries. No Queries Queries but don't execute. Trrelevant Queries. Relevant Queries without | Relevant Queries with rela- T 7a
P I R Ry B e T B e e [— s i
Acces Contel Lo o s oy & i Slows ot seces =3 e o T BT e o B o Sy S e ey T | Aeknow
guage, ACL, (12%) matically generated code to transactions or assets. and participants, with no | restrictions, but mot ac- | strictions and code access-
Thers s o iflwenc e eston, o commens | nowadted o et sty and e
e porpan secss recting o ACL ot coret
g o B R e | T v T e R il RS o oy e e
e in e by & it e e, ncudon | o bk del names de. | s s dscioir vk i romies Fromi anicomplcty
ticaty gevred ode et st ks | scter vy o | s ond ot e 34 he e o
e No I tmber e ot
S o e oy CoRans S S| ~Conans S| T oo 5[ Condtns ek s T 7T e A B L I I o |
R s o2 e oy . ey T o i populaton of vilos | ot working Vi oy conpiie st | pomdated bt et | popuaed conecty
o ety sy S ot paricpnt e data s it
o i R R R e R e
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Presentation: Documentation: 8%

[me=n Sub e T T 7 3 7 W T
Side Comtent o s Taconerent _presentation | Conerent but poor content | Less than 0 mins o greater | Between 090 mins m | 1 ]| /4 | e Sub-critera 0 S I S I} W T
Presentation (12%) and nor demonstrating | coverage. Less than 5 | than 10 mins. Clear fig- | length, clear and readable F——— G Wany sentences rendered | Some sentences rendered | Semtences wih poor gram- | Good grammar. not wiit | Wetten i thid person | 1 || /3
the understanding of the | mins in length. Unclut. | ures and screenshots. Co- | slides and sddresses all eport (8%) nonsensical and many mis- | nonsensical and a few mis- | mar, written in first or sec- | ten in third person. A few | A few grammatical or
coursework.  Cluttered | tered. Some legible side | herent but not explaiing | items. <pellings spellings ond person, and a few mis. | grammatical and speling | spelling mistakes.
andfor ilegible  slide | content, especially screen- | all points required
o shots Template o structure Tolowed o ombering Bt Sie o citations o rerences, |~ Comact template. ctation | T || 7%
Transsetion, T o Demaratration Demanstration of success™ | Demenstration o7 e | Dempnatration of aneue | AT demanstrations eom= | T [[ 7% ture present or incorrect  bibliography | s/references, | numbering
ol TX cessful TX due to ACL cessful Demonstration due | pleted ter comrect structure. style appled and template compliance.
toBL Fgure, listing or table cap-
e o sraetire o Feaders and Tooters, | o headars o Toetars, e | Weaders, Fowters and mam | AT S caneatent with |1 [[ 77 tions,
side numbers numbers bers but incarrect correct  information  in
headers and footers
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Business Network Archive: 8% References |
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http://hyperledger.org

https://nodejs.org

https://hyperledger.github.io/composer/latest/api/runtime-factory
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/Array
https://github.com/hyperledger/composer-sample-networks
https://hyperledger.github.io/comp: /1latest/busi k/bnd-create




