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Contact and Office Hours Deadlines

Contact Details

@ Name: Dr lan Mitchell

@ Room: TG10 [ | Feedback |
@ Address: Middlesex University, Computer Science, London, NW4 4BT [ Description [ Submission [ Weight [ Deadline | Formative | Summative |
@ email: smerf.net 1. Hyperledger MylLearning  50% 18 December 2022 LW11-12 12/01/2023
o 2. Ethereum MyLearning 50% 2" April 2023 LW23-24 24/04/2023
Resits MyLearning 50-100% | 1°F July 2023 None None

Office Hours Deferals MyLearning __ 50-100% | 1° July 2023 None None

@ During term time only
When: Autumn Term: Mondays 1100-1300hrs

-]
@ Please read notifications or emails
]

There are occassions that these could be arranged online, e.g., due to industrial action or inclement weather

\
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Lecture Objectives Error Handling

. @ Inadvertent
Private Networks Rob
@ Robust contracts
Truffle, Ganache, node, geth .
@ Run-time

Local remix

Unit testing

Events & Logging

o

o

o

o

e Functions
°

o Debugging
°

Etherscan
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Error Handling

require

Inadvertent

Robust contracts

@ Run-time

o out-of-gas errors
o divide by zero

o data overflow

e array errors

throw is now obsolete

catch

no try ...

require, revert, assert

February 8, 2023
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prerequisites
conditions

evaluates as boolean

)

)

o require( < condition >)

)

@ declare conditions that are satisfied before executing code

CST4125:L18

\/

e

require

1 uint32 constant max=8000;
2 uint32 constant min=1000;

3 event lessThan(string);

4 event greaterThan(string);

5 event inRange(string);

6 function lessThanX(uint32 _x) public {

7 require (_x <= max);

8 emit lessThan("Integer is less than");

9 }

fLo function greaterThanX(uint32 _x) public {
L1 require(_x >= min);

L2 emit greaterThan("Integer is greater than");
13 }

4 function inRangeFn(uint32 _x) public {

L5 require (_x>=min) ;

16 require (_x<=max) ;

n7 emit inRange("Integer is in Range");
L8

L9 ¥
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Gate condition

contract test{
uint32 constant max=8000;

uint32 constant min=1000;

event lessThan(string);

event greaterThan(string);

event inRange(string);

function lessThanX(uint32 _x) public {
require(_x <= max, "less than 8000");
emit lessThan("Integer is less than");

}

function greaterThanX(uint32 _x) public {
require(_x >= min, "greater than 1000");
emit greaterThan("Integer is greater than");

3

function inRangeFn(uint32 _x) public {
require (_x>=min, " > 1000");
require (_x<=max, " < 8000");
emit inRange("Integer is in Range");

CST4125:L18 February 8, 2023

smerf.net

Access Modifiers

Make some access control rules
inherit them
include them as modifiers

executed in order of modifier

CST4125:L18 February 8, 2023

//SPDX-License-Identifier: MIT
pragma solidity °0.8.4;
contract acl{
address owner;
constructor () {
owner = msg.sender;
}
modifier ownerAccess {
require (msg.sender == owner, "Insufficient privileges: Access for owner only");
}
}
contract account is acl{
uint x;
uint y;
function sum(uint _x, uint _y) ownerAccess() public returns (uint){
x;
y=_y;
return (x+y);
}
}

February 8, 2023
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Access Modifiers

ethereum.org
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Assert Example

1 //SPDX-License-Identifier: MIT
2 pragma solidity "0.8.4;
3

4 contract test{

5 uint32 constant max=8000;
6 uint32 constant min=1000;
7 event lessThan(string);

8 event greaterThan(string);

9 event inRange(string);

Lo function sum(uint32 _x, uint32 _y) public returns (uint32){
L1 if (inRangeFn(_x) && inRangeFn(_y)){

L2 assert (_x+_y<=max);

13 return uint32(_x+_y);

L4 &

[15 ¥

16 function inRangeFn(uint32 _x) public returns (bool) {
L7 require (_x>=min, " > 1000");

ns require(_x<=max, " < 8000");

Lo return (true);

RO emit inRange("Integer is in Range");

p1 s

p2 function lessThanX(uint32 _x) public {

p3 require(_x <= max, "less than 8000");

R4 emit lessThan("Integer is less than");

RS b

R6 function greaterThanX(uint32 _x) public {

R7 require(_x >= min, "greater than 1000");

p8 emit greaterThan("Integer is greater than");
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revert Example

1 //SPDX-License-Identifier: MIT

2 pragma solidity "0.8.4;

3 contract testRevert{

4 function checkUint8(uint16 _x) public pure returns(bool){
5 if( _x > 255){

6 revert ();

7

8 return (true);

9 b

o ¥
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!

assert

same syntax as require statement

does not accept an error message as a parameter (1 parameter)
accepts a condition that either evaluates to true or false

If it is true then executes code, else throws exception

When to assert?

require: values from outside

assert: state and condition of the function

current state has become inconsistent

expected outcome is true

February 8, 2023

revert

no parameters or conditions
revert throws an exception
returns unused gas

reverts to original state

similar to require without conditions

February 8, 2023 smerf.net CST4125:L18 February 8, 2023

Testing increases gas consumption
right balance

]

]

@ use of comments

@ testnet err on the side of caution
(]

mainnet be frugal, but comment

February 8, 2023 smerf.net CST4125:L18 February 8, 2023 16 /45
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Truffle — Contract

@ Open terminal in VM
o Create a directory, and move there 1 //SPDX-License-Identifier:GPL3.0
2 pragma solidity "0.8.0;
@ mkdir truffleProject && cd truffleProject 3 °°ntf:;§8mgifst“n"a"{
o truffle init Z func;ie::i:edczf;xii;zg:),;ulncs _y) public returns(uint8){
@ Then open the project in VSCode g y e Ry
@ code . '
o Compile Figure: Listing for myFirstContract.sol.
o Migrate
o Test

smerf.net CST4125:L18 February 8, 2023 rf. CST4125:L18 February 8, 2023

Configuration file

B7 networks: {

B8 // Useful for testing. The ‘development ¢ special - truffle uses it by default

B9 // if it’s defined here and no other netw specified at the command line.

#o // You should run a client (like ganache, ge or parity) in a separate terminal . _ . . . . N

p1 // tab if you use this network and you must also set the ‘host‘, ‘port‘ and ° 1 const myFirstContract = artifacts.require("myFirstContract");
network id * 2 module.exports = function (deployer) {

] // options below to some value. 3 deployer.deploy(myFirstContract);

b3 /1 4%

b4 development: {

u5 host: "127.0.0.1", // Localho (default: none)

2? DR o % Beonced Donosom poxy (Conos none) Figure: Listing for 2 myFirstContract.js. Notice filenaming convention
network_id: "', ny network efault: none

B8 T

Figure: Partial Listing for truffle-config.js.
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Compile and Migrate

1.

2 |-- build

31 ‘-- contracts

4 | |-- Migrations.json

5 1 ‘-- myFirstContract.json

6 |-- contracts .

7 | I-- Migrations.sol Q@ truffle compile
8 | ‘-- myFirstContract.sol

== DGl @ truffle migrate
fo | |-- 1_initial _migration.js

pr | ¢-- 2_myFirstContract.js

2 |-- test

3 |-- tree.lst

fl4 <-- truffle-config.js

[15

[l6 5 directories, 8 files

Figure: Directory and File structure of an Ethereum project
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Compile and Migrate

Q@ truffle compile
@ truffle migrate
@ truffle test

smerf.net T4125:118 February 8, 2023

JSON config file

R6 "networks": {

p7 "STT7": {

p8 "events": {},

R9 "links": {},

BO "address": "0x948231d3CeD48A6FCf0A925144Ca9be47a270dd9",
B1 "transactionHash": "0

x60829cdcf064adbe5efc896b87e308d5fef31ba0c42450ec396d888b2a30dead”

Figure: JSON config file for truffle project, myFirstContract.json
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Truffle Test

1 //SPDX-License-Identifier: MIT

2 pragma solidity "0.8.4;

3 import "truffle/Assert.sol";

4 import "truffle/DeployedAddresses.sol";

5 import "../contracts/myFirstContract.sol";

6 contract testMyFirstContract{

7 myFirstContract mfc;

8 function beforeAll() public{

9 mfc = myFirstContract(DeployedAddresses.myFirstContract());
Lo ¥

L1 function testAdd() public {

12 uint8 expected = 200;

n3 uint8 result = mfc.add(100,100);

L4 Assert.equal (expected, result, "Should be equal");
L5 ¥

fi6

Figure: Truffle test file for truffle project, test/testMyFirstContract.sol
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Truffle migrate

Transaction

s

156045 26600659060
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Unit Testing

CebiaAsTCIoRS25 144CasbeATs270009 D

23/45

@ test the functions and their results
@ expected results and test for failures

@ compare expected and actual for match

smerf.net CST4125:L18 February 8, 2023

Truffle Test Output

smerf.net CST4125:L18 February 8, 2023
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Truffle Test Truffle Test Output

1 //SPDX-License-Identifier: MIT

2 pragma solidity "0.8.4;

3 import "truffle/Assert.sol";

4 import "truffle/DeployedAddresses.sol";

[ —

5 import "../contracts/myFirstContract.sol";

6 contract testMyFirstContract{

7 myFirstContract mfc;

8 function beforeAll() public{

9 mfc = myFirstContract (DeployedAddresses.myFirstContract());
Lo s

L1 function testAdd () public {

12 uint8 expected = 200;

n3 uint8 actual = mfc.add(100,100);

L4 Assert.equal (expected, actual, "Should be equal");
[15

16 function testRequire() public{

n7 uint16 expected = 400;

ns uint8 actual = mfc.add(200,200);

19 Assert.equal (actual, actual, "200 + 200 > 400");
RO ¥

p1 }

Figure: Truffle test file for truffle project, test/testMyFirstContractl.sol
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Ganache Network

with MetaMask
pRy— >0 (oFSEESEEEE] - nowmonpmm S 5 Nt neranASK T
R e T e | e B mETAMASK v p—
e it chaic afant stagent, provide fRash Sock cactus mert Lnp shoe Settings x
- X [ WS - . e
SeaB36749807A 2 BOBICOAD IO I9BO2e5ea  169.99 ETH - -
- - 89.9996ETH T S . .
e ° o . .
: S ABESDSE3TCESGORMFEBFSSUOFBBIISTSISICICS  166.00 ETH . R
701385807A2CFASDOESB2FAS3267T6COEANTBIA. 16000 ETH
64701365807A2CF49DOEIB2FAGI267702CEEAATBIA 10680 ETH 2 sond e - ¢ R
- xfa943€6BACFbEbIb2CEBICHCDAT4SIBICeC8IBa 10600 ETH ° © Locabost -
oo B - : —
el e - i
- AT TG
5X545Ae385BOFB24FALA2ICIF2FFAR20AB23620CDC 160,00 ETH
s Tiban .
x96CE949C1001649220AA2SS4EQCSI54a5BCEOB2 10600 ETH
GA96CE949C1A001649220ARaS4EACE54aSBC082 10600 ETH
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MetaMask Account Added

(@) sesons €5 0O Dbunon o) o neetssonpRs e 0 O 0 M = xccou « O [ Dibkenion et > merenemsonpeTIES G, 5 © O W =
B METAMASK ® woanet B METAMASK . - @
plorer po—

next tep shoo © ¢ origiaal Causnt chair infant staden oo ) '
xcores: L) acomess s L)
0x58b3874980711218683cDeb10fD9A919b602e5ea 109,99 ETH x5Bb387498D7112180B3cDab10DIA9I9bEA2eSea 169,99 ETH

89.9996ETH 109.9894ETH

BX224Ca7d1810bDf25621621042CSa1edATOLF18E  90.00 ETH © 6 DX224C74181DbD 250216210420 S1edAFOLF18E  90.00 ETH o0
GXABEGDSe37CF6004FBbFS9499FB17575157C2c6 109,00 ETH BxABESDSe37CFS6O0AFEDFS949OFEB17575157C2CE 160,00 ETH
8+701305807A2CF4IDOEIB2FAGI267702CEEAGFBFA 10000 ETH 5 sond WoerH 8X781365807A2CFASDREIB2FAGI267762CEEAATBIA  100.00 ETH
0xFa943¢68ACFbEbIB2CEBICACDaZ5IBICecs9B0a 109,00 ETH 9xfa043666ACFbBLIb2CEBICHCDA9S9BICecHIBDa 100,00 ETH
Ox12Ee5b76cdc231c6C75FaABES511ba8BADDCDAe 100,00 ETH Ox12Ee5b76cdc231¢6C75FAES511ba8BADBCEME 100,00 ETH
Ox545Ae3858DFB2FALAZICIF2FFAS20AB2369CDC 100,00 ETH x5d5Ae3858bFB2AFAIAZICIF2FFA20AB23609CDC 100,00 ETH
BxFS6bAREDDDII346254A06510376CIFOTBEAIDS3 100,00 ETH N bl Contoct i S BxSEbAAEDDDII346254A06S10378CIFOTBEAIDSE3 108,00 ETH e Contoct et
8x96C6949C1A091649220AAa554EacBf54a5BC6O82 10009 ETH BX96C6949C1A001649220AAaSS4EACETS4aSBCE082  100.00 ETH
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Send Ether between Accounts

sent between Accounts

e — [T p— |+ oo

Bt mETANASK

OFiginal caugnt chair infant student provide flash book ext tep shoot send
sBbasTeseOT Iz BB CDAbOOMIOO2eSes 165,99 ETH

= el (OL--
ScarsimorasHEz nCrsaenOLr105 56.60 ETH

aoress " petcy =

X761305807A2CFAIDOEIBFASIITIO2CSERATBA 100,00 ETH
xFa943668ACFbEbIL2CERICHCDa94S9IBICecE9RDa 100,00 ETH
XI2Ee3b76cdc231HCTSFOAGR511bagBADBChBME 100,00 ETH
XSdSAe38IBFOLFAIAZICIF2FFARZONB2I6R9EDC 100,00 ETH
xFSGbAAEBDDSI346254A06I0ITECIFATRENbSED 180,00 ETH .

0x96C6949C1A061649220AAaS S EQCcBT54aSBEE082  160.00 ETH
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Pending TX

ACCOUNTS (L i et R e i sion (MetaMask) O~ Mmoz-extension;/j267b2926- 53464208 {1 ® 0w =

e neTanask o) @
scoess s L)
eSB07698D7 121888 CORBIO DA I9B2eSeS 119,99 ETH

89.9996ETH

€224Ca7d1810bDfa5621621042C9a1edAO1F186 80,00 ETH -]
CCARESDSA3TCESSORAFABSOUSIFITSTSISICICS 16000 ETH
CCTBLSROTALCHASDAEI2FAG2GTIOLCEEAATBIA 16000 ETH
8xag43e68ACFbBbIb2COBICHCDagA5IBICEcEIBDR 16000 ETH
8x12Ee5b76cdc231c6CT5F80685511bagBADBCbB4e 160,00 ETH
OCSASAC8SBDF2IFALAZICIFIFFARIONS220096DC 160,00 ETH
xF56bAREDDDS3346254A86510376C1FOTBEATbS3  160.00 ETH Moo holp? ContoctHetaHask suppart
OrORCEICIAPIGASIIOMISSAECOSARSACORE? 16600 ETH
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TX confirmed

Account 1

e ronvise T p— 5 e

accoms R L F Ty reenpep—— e

e neTanask ) @
scones s L)
eSB07098D7 12 1B8BCORBLO DN I9B6205 68 319,99 ETH

N9.9894 ETH
€224Ca7d1810bDfa5021621042C9a1edAO1F186 80,00 ETH -]
CCARESDSA37CESSOOAFRDSOUSIFITSTSISICICS 16600 ETH
8x701305807A2cFAIDOEIB2FAGI267702CEEA4FBIA 160,00 ETH
8xa943e68ACFbBbIb2CEBICHCDagASIBICecEIBDR  160.00 ETH
x12Ee5b76cdc231¢6C75F8d685511baBBADDCDS4e 100,00 ETH
CeSASACSBDF2IFALAZICIFIFARLONS220096DC 160,00 ETH
xF56bAREDDDS3346254A86510376C1FOTBETbS3  160.00 ETH Moo holp? ContoctHetaHisk suppart
OrORCEICIAPIGASIIOMISSAECOSARSHCOBE? 16600 ETH
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Garscre S— T —r— + ©00®
€ 00O esmsen s o meemsmonpeninesiess 1 © 0 F
M METAMASK yr— @

.o -
ee————— 57 e R ‘ =
GRRBECDSeSTCSGOBMFBBISSUSIFSSITSTSISTCICS 100,00 ETH o

e fioa - e

x5d5Ae3858bFB2AFAIAZICIF2FFA20AB23609CDC 100,00 ETH

OxFS6bAREBDD93346254A0651D376C1FOTBE1bSe3  160.00 ETH ‘

8x96C6949C1A001649220AR2554EaCBT54a5BC68B2
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TX confirmed

player 1

S T Y
e s Ision (MetaMask) O~ moz-extension/267b2926-5346-4209-< U7 © 0w =
B neTansk o @
3 i
sooress - 4
RSB3RO IZIBOICORBAOOPASIIDOZeSeS 1,99 ETH
79.9992ETH
SRERACHTAIB IO MaS0RO2IOMICSRI0RATOL1185 56100 ETH © 0
ERREDSe3TCESGORFRDSSAPIFRITSTSISICICS
TPISBRTALCF DI FACILGTIEICSETBA 100.00 ETH - s
L TASM2eGBACFbSb3b2CRICACDASIBICecHIAD  100.00 ETH

6x12E05b76c0c231c6CT5FA6BS511ba8BADDCOB4e 100,06 ETH
6x505A¢3858FB20FALA23CIF2FFAG20AB236a9CDC 160,06 ETH

OxFS6AREDDD93346254AB51D376C1FOTBE 1bSe3  160.00 ETH

8x96C6949C1A001649220ARa554EaCBT54a5BC6OB2  108.00 ETH
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An individual block An individual block

Block 5 Block 6

w BLOCK 5

atfe 2 et 7 ‘
1894 ETH 1894 ETH
D @ @ e of6947366: s @ 6
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Network Summary 2 | Summary =
o Ganache o Network
@ MetaMask Wallets @ Accounts
o Make TX @ Exceptions
@ Examine TX o Unit Testing
o Network o Modifiers
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Reading —= References | —=

o Chaper 8 in [1] [1] Ritesh Modi. Solidity Programming Essentials. Packt, 2018. 1SBN:
978-1-78883-138-3.

smerf.net CST4125:L18 February 8, 2023 44 [ 45 smerf.net CST4125:L18 February 8, 2023 45 /45



